el Advances and Open Problems in
Corporation Web Tracking
Yohan Beugin - University of Wisconsin-Madison

THREAT MODEL

Browser's security model: context-origin
Data Protection laws in several EU states since 1970s Digital Markets & Services Acts | EU Cookies Pledge bou ndari es

EU Data Protection Directive ePrivacy Directive Planet49 case GDPR CNIL cases ePrivacy Regulation?
EU-US Safe Harbor EU—EPrlvac Shield EU—US Data Privacy Framework Partitioned

® 00
https://www.news.com ]

State
level

Browser Storage [

Legislation

i

1
FTC Cookies Worksho COPPA user@example.com -
< >
FTC Act HIPAA i Gramm-Leach-Blile FTC vs Snapchat FTC vs Fac i niZtiEEin srEnElne
1995 - 2005 2010 2015 ¢ 2025 !

tracker1.com
. . ? .
HTTP Cookies JavaScript Flash super?ookle HSTS upgrades Unlfled ID 2.0 abuse tracker1.com <iframe>|_
Same-Origin Policy Do No Track (DNT) Global Privacy Control (GPC) Trusted Server IAB Initiative X news.com &
news.com
Intelligent Tracking Protection (ITP Advanced FP Protection

=

Standards[teJFederal

& drafts 8 level

A

€

tracker2.com <iframe>

Technical Changes

Network & State Partitioning Fingerprinting (FP) Protection e
Privacy Sandbox Initiative ==

Browser-specific ﬁ

S @0OG
Enhanced Tracking Protection (ETP Dynamic Partitioning e -
I

0
@ Farbling (FP Ephemeral Third-Party Site Storage 0. ) tracker1.com

® o0 Server-to-Server

@G (—_https://www.sports.com Sharing

- Enables advertising, retargeting, conversion tracking, etc. - . oorts.com <mainframes

A 4

- Decades of research and regulations, but literature remains fragmented. — tracker2.com

tracker2.com

- Undergoing transformative changes with new protections and regulatory frameworks. @@l -

8 news.com
tracker2.com <iframe> sports.com

Need for a comprehensive and systematic study of emerging trends in the user@example.com —

evolving tracking landscape to identify crucial research gaps Devices iz B thirdparty | Efg Servers

STATEFUL TRACKING

Cookie-based Tracking scripts Fingerprinting (browser, side-channel, extension,
. NeWs.com news.com eo0o news.com/signup ® @ @ behavioral, hardwa re)

200 @ cET

9 E tracker.com server
' T e1=123 news.com <mainframe> | | @) set-cookie: "c1=123" c1=123 (& user activities E

. < A 1
news.com tracker.com <iframe> OcET U o i button click  form filling - news.com <mainframe> share and store
racker.com :

. : details details fingerprint for the user123
% 6 set-cookie: "c2=abc" t ‘ e A gerp
- _ - racker.com @.sl
Itracker.com: c2=abc @ ¢

. oo P GET > Navigational tracking

l : cookie: "c2=abc" .
< >

 e3=as6 || P mainframe Qe 1l sports.com o e o | IE) acker com sorver SN tracker.com server

Ec2=abc B user123 E

A

) .
sports.com, | | | tracker.com <iframe> O set-cookie: "c3=456" c3=456 news.com <mainframe> - —
sports.com <mainframe> T

cookie jar e > tracker.com <iframe>
’ 1
tracker.com?c2=abc 6 Aa
tracker.com —>@R)

user123
reldennﬂed

servers

match?

Cookie syncing

aGET tracker1.com/pixel.png 8l trackert.com . . . . .
cookie: "t1=par” e = | © )RS e somie=ioe Defenses: normalization, randomization, and anti-

. REDIRECT tracker2.com? |
news.com <mainframe>

rackert.com! SynCld=par&pUb=news.com & % gy serverserver 1 ©1- Bl tracker.com server EJ fingerprinting policies.

_ ! tracker1.com <iframe> data merge ' <script> ! -
| t2=xyz , GET tracker? " g news.com &} g = document.cookie; 001(123) 62(abc)
1tracker2.com’ © [EIEH el = 0 tracker2.com . | xhr.send(tracker.com?q) Mo pm
1 syncld=pqgr&pub=news.com 9= 1 c2=abc . 1</script> : Okle. c2=abc
cookie jar cookie: "t2=xyz" —Xyz tracker.com! @ GET tracker.com?c1=123

Defenses: clearing and restricting cookies, blocking trackers, limiting lifetime of first-party
storage, removing identifiers passed in URL parameters.

CROSS-DEVICE TRACKING

Deterministic or probabilistic
Defenses: account logins inherently limit protections, otherwise traditional defenses apply.

OTHER OPEN PROBLEMS TAKEAWAYS
Archetypal cat-and-mouse game

Browsers are powerful, but unreliable, gatekeepers.
Regulations alone are not enough (slow enforcement vs. new ways).

Purely reactive approaches are insufficient

Need for collaboration between regulators and measurement
community (agile and evidence-driven auditing).
Default privacy-first solutions for users to control their privacy.
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