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Smart Camera System

Smart Camera: camera connected to the 
internet (surveillance, doorbell...)



Privacy

Privacy: 
• Right to be let alone without interference or 

intrusion
• Ability for people to keep themselves and 

information about themselves secret

In a privacy-preserving smart camera system:
• Control how the data is recorded
• Control who has access to live streaming
• Control who can see recorded videos



Motivation

Privacy violations because users have no 
control



Thesis 
Statement

Users do not need to give up their privacy 
to get all the advantages of a smart 

camera system.



Roadmap

Privacy Challenges

Implementation and demonstration

Evaluation

Main features of a smart camera system

Threat model



Setup

Live stream and past footage

Access delegation

Access recovery

Factory reset

Main Features of a Smart Camera System
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Threat Model

Any other 3rd party = 



Roadmap

Privacy Challenges

Implementation and demonstration

Evaluation

Main features of a smart camera system

Threat model



Assuming
Control

How to establish an authenticated and 
secure pairing between unassociated 
devices without third party involvement? 



Assuming control

J. M. McCune, A. Perrig, and M. K. Reiter, 
“Seeing-Is-Believing: Using Camera Phones for 
Human-Verifiable Authentication”



Protecting
Content

How to efficiently encrypt the video 
footage to ensure confidentiality, 
integrity, authenticity, and freshness 
while supporting fine-grained access 
delegation and recovery?



Protecting Content

Fine-grained 
delegation

RecoveryFreshness

Confidentiality AuthenticityIntegrity



Seed Key

KABCDEFGH

Key Tree

Epoch A Epoch B Epoch C Epoch D Epoch E Epoch F Epoch G Epoch H

KABCD KEFGH

KAB KCD KEF KGH

KBKA KC KD KE KF KG KH



Roadmap

Privacy Challenges

Implementation and demonstration

Evaluation

Main features of a smart camera system

Threat model



Setup, Delegation, Recovery, Reset

1. Pairing between devices

2. Exchange of corresponding material: keys, configs, escrow material...

3. Performing operation: initialization, recovery, reset



Streaming

Untrusted 
cloud storage

Video

Key Extraction

Encryption

Upload

Download

Key Extraction

Frames Buffer 
(MediaCodec)

Decryption

Capture frame 
by frame (v4l2)



Demonstration



Roadmap

Privacy Challenges

Implementation and demonstration

Evaluation

Main features of a smart camera system

Threat model



User study

Highlights:
• Self-explanatory and straightforward
• Pairing found simple to perform
• Latency to improve



Performance Evaluation



Conclusion

Privacy-preserving smart camera system fully controlled by the user:
• No need to trust any third party
• Fine-grained delegation
• Same features as commercially available systems



Thank you! Questions?
ykb5060@psu.edu



Additional 
slides • If it were a real system...

• Seeing is Believing
• Eufy Doorbell
• OpenSSL Benchmarking
• Key derivation
• Android MediaCodec
• Process details



• Specialized hardware to improve the performances

• IOS implementation (+ web?)

• Movement detection

• Audio support

• Physical packaging to consider

• Trust the cloud storage to simplify deletion, delegation, and 
revocation.

If it were a real system...



Seeing is Believing (2005)

J. M. McCune, A. Perrig, and M. K. Reiter, “Seeing-Is-Believing: 
Using Camera Phones for Human-Verifiable Authentication”



Eufy Doorbell

• New commercially available smart doorbell

• Security standards supposedly built in 

• No current academic evaluation 

• Few details about the key management, generation, distribution, and rotation



OpenSSL benchmarking 

Algorithm On 128 bytes blocks

aes-128-cbc 90,010 kB.s-1

aes-192-cbc 78,780 kB.s-1

aes-256-cbc 68,820 kB.s-1

sha256 93,870 kB.s-1

sha512 43,800 kB.s-1

HMAC(sha256) 15,690 kB.s-1

HMAC(sha512) 10,200 kB.s-1

RSA signature size Signing Verifying

2048-bits 145.7 sign.s-1 6621.3 verify.s-1

Raspberry Pi 4 Model B – 2GB SDRAM
Quad core Cortex-A72 (ARM v8) - 1.5GHz



Key Derivation
Seed Key

KABCDEFGH

Epoch A Epoch B Epoch C Epoch D Epoch E Epoch F Epoch G Epoch H

KABCD=HKDF(KABCDEFGH) KEFGH=HKDF(KABCDEFGH + 1)

KAB KCD KEF KGH

KBKA KC KD KE KF KG KH



Android MediaCodec



Setup

Ksmartphone

Kcamera

MAC address + PIN

Kcamera(encrypted)

Ksmartphone

1. Camera and phone both generate key pair, phone creates QR code 
containing its public key

2. Phone scans camera's QR code, BT connects to camera

3. Camera scans phone's QR code to get phone public key​

4. Camera encrypts its public key with the phone public key and sends to the 
phone

Kcamera



Setup (cont.)

Ksmartphone

Kcamera

Kcamera and Ksmartphone are used to encrypt the 
payload messages

Kcamera

Ksmartphone

Settings

Kseed

1. Settings to camera (wifi password...)
2. Generation seed key
3. Escrow creation: encryption of the seed key, phone's keys, 
 by a passphrase displayed on the phone
4. Escrow material sent to the camera

Escrow

Escrow

Passphrase



Streaming Process

Untrusted 
cloud storage

Capture frame 
by frame (v4l2)

Key Extraction

Encryption

Upload

Download

Key Extraction

Decryption

Frames Buffer 
(MediaCodec)

Video



Streaming Process (OTS)

Untrusted 
cloud storage

Capture frame 
by frame

Key Extraction

Encryption

Upload

Download

Key Extraction

Decryption

Frames Buffer

Video

R. Gennaro and P. Rohatgi, “How to Sign Digital Streams”



Delegation

Kmain

Kshared Kshared

Kmain

Definition of access control for this shared 
user (which keys they should have access to)

Decryption keys encrypted with shared 
user key sent asynchronously

Retrieve encrypted 
decryption keys 
asynchronously

Exchange public keys 
through QR codes scanning

Main user's phone

Shared 
user's phone



Access Recovery

Encrypted escrow

New main phone

Ksmartphone

Start recovery and ask for 
encrypted escrow

Encrypted 
escrow

Passphrase

Correct horse battery staple

Kseed



Factory Reset

Order to reset

1. Secure channel

2. Phone sends order to factory reset

3. Camera verify authenticity of order, and performs operation
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