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Motivation

Map from Ring’s Hidden Data Let Us Map Amazon’s Sprawling Home Surveillance Network. Gizmodo, (2019).
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Motivation

Obscure providers’ incentives Untrustworthy providers
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Goals

Smart camera systems need not compromise users privacy.

'
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devices
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camera

Third parties

Return control to users

Support commercial features

How to:

1. Establish root of trust?

2. Manage the keys?

Features:

▶ Configuration

▶ Recording and Streaming

▶ Delegation

▶ Deletion

▶ Recovery

▶ Reset
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Establishing Root of Trust
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https://youtu.be/scvDqC_d8RM


Key Management

kleft = HKDF (kparent)

kright = HKDF (kparent ⊕ 1)

☞ Fine-grained delegation
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CaCTUs

Camera system Controlled Totally by Users

Uninitialized Initialized

Recording (3.3)

Initialization (3.2)
System initialized

Factory reset (3.5)

System uninitialized

Video frame encrypted 
and stored in cloud

Uninitialized Initialized

Deleting videos (3.5)

Access Recovery (3.6)

Secrets recovered to new smartphone

Factory reset (3.5)

System uninitialized Encryption keys deleted

Initialization (3.2)

System initialized

Streaming (3.3)

Video streamed to smartphone 
until user exits

Delegation (3.4)

Owner shares encryption 
keys with a delegatee

Smart 
camera

Smartphone 7



Evaluation

Privacy and security analysis:

1. Right to not be seen

2. Right of sole ownership

3. Right to be forgotten

Performance evaluation

Device Operation Delay σ

Camera

Key Extraction 0.05ms 0.2ms
Frame Encryption 4.0ms 1.3ms
Signature 8.8ms 2.8ms
Upload 662ms 536ms

Smartphone

Download 204ms 358ms
Signature Verification 0.7ms 0.5ms
Key Extraction 0.03ms 0.3ms
Frame Decryption 0.6ms 0.6ms

Table: Average delay during live stream at 480 p (1000 frames)

Functional user evaluation

☞ Usable and simple

☞ Fine-grained delegation

☞ Sufficient quality

☞ Improvements: latency and motion
detection
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Conclusion

No need to compromise users privacy:

1. Return full control to users:
– Root of trust
– Complete mediation

2. Support commercial functionality

3. Extensible to other IoT devices

Paper: Building a Privacy-Preserving Smart Camera System

Code: § https://github.com/siis/CaCTUs

# yohan@beugin.org Ñ https://yohan.beugin.org
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