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Privacy Focus
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The Privacy Sandbox from Google

https://privacysandbox.com
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Topics API - Overview

Overview
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Topics API - Details
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Google’s Goals & Analyses 

Privacy

1. “It must be difficult to reidentify significant numbers of users across sites using just the API.”

2. “The topics revealed by the API should be less personally sensitive about a user than what could

be derived using today’s tracking methods.”

Utility

3. “The API should provide a subset of the capabilities of third-party cookies.”

Usability

4. “Users should be able to understand the API, recognize what is being communicated about

them, and have clear controls. This is largely a UX responsibility but it does require that the API

be designed in a way such that the UX is feasible.”
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Our Prior Analysis (PETS’24) 

Findings

• Noisy and genuine topics can be identified

• Topics can be used to fingerprint users

• Some utility retained, but classification can

be manipulated
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Ongoing Discussion & Contention

Google's Reply

“All of the papers are using different data sets with different modeling assumptions on evolution of

user interests, number of users present etc. [Google’s] research utilized real user data, while the

others understandably had to generate synthetic web traces and interests […].”

SecWeb’24 Paper

• Real  for 2 148 German users over 5 weeks (October 2018)

• New Topics API version (taxonomy, static mapping, model, etc.)

jkarlin

browsing histories
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Topics Classifier 

https://github.com/yohhaan/topics_classifier
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https://github.com/yohhaan/topics_classifier
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Real Topics Profiles

Initial dataset

• 2 148 users

• 9 151 243 URLs

• 49 918 unique eTLDs+1

• 67 300 unique origins

A�er filtering

• 1 207 users

• 7 746 193 URLs

• 43 684 unique eTLDs+1

• 58 370 unique origins

Uniqueness

Weeks 1 2 3 4 5

Unique topics (469 topics) 218 215 220 223 226

Unique profiles (1 207 users) 1 132 1 132 1 144 1 145 1 151
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Real Topics Profiles

Stability
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Noise Removal - Topics Distribution on the Web
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Noise Removal - Repetitions

Epoch Topics

0 , , 
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Simulation Results

Week Accuracy Precision TPR FPR

3 0.954 0.099 0.793 0.045

4 0.954 0.100 0.781 0.045

5 0.954 0.098 0.744 0.045
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Advertisers can Re-identify Users
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Conclusion

• Topics API does not provide the same privacy to all users

• Topics API can be used to fingerprint users

• Need for reproducible evaluations

• Call for representative and anonymized topics distributions

Our Papers

• Interest-disclosing Mechanisms for Advertising are Privacy-

Exposing (not Preserving)  (PETS’24)

• A Public and Reproducible Assessment of the Topics API on Real

Data  (SecWeb’24) Thanks!

       yohan@beugin.org https://yohan.beugin.org
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Additional Slides
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Interest-disclosing Mechanisms for

Advertising are Privacy-Exposing (not

Preserving)  (PETS’24)
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Synthetic Data Generation 

Prior Web Measurement Studies:

• 

• 

• 

Replication: Why We Still Can’t Browse in

Peace, Bird et al. (SOUPS’20)

A World Wide View of Browsing the World

Wide Web, Ruth et al. (IMC’22)

Toppling top lists: evaluating the accuracy of

popular website lists, Ruth et al. (IMC’22)
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Noise Removal - Topics Distribution on the Web
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Noise Removal - Repetitions

Epoch Topics
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Advertisers can Re-identify Users

Simulation for 250k stable users

Results Overview
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How “difficult” is it to re-identify “significant numbers of users

across sites”?
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Some Utility Retained, but Topics can be Manipulated

Utility Evaluation

At least 1 true topic aligned with ground truth

in about 60% of cases

Misclassification

Topics (word): Comics (batman), Dance

(dance), …

Domain: example.com

Cra�ed Subdomains: batman.example.com,

dance.example.com, …

350 topics  top 10k domains = 3.5M

subdomains
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